Unipass Mailock,
the right addition to
your approved list
The first step in joining a significant
and growing secure community

The safe combination

The safe combination
Unipass Mailock provides a comprehensive
and effective email security solution for the
entire UK Financial Services community,
while providing enhanced operational
efficiency and brand engagement.
Currently the industry uses multiple portal
systems to send and receive emails, which
increases the risk of secure, confidential
information being accessed by incorrect
recipients.
Industry-wide adoption of Unipass Mailock
will provide a consistent approach and best
practice solution for maintaining the security
of customer data in email correspondence.

Safety in numbers –
Why the time to add it to your
approved list is now

Unipass Mailock has Unipass, the established identity authentication
standard for the industry, at the centre of its functionality. By joining
the Unipass Mailock secure community you will become a part of
a growing, best practice cyber-security movement.
•

It affords its users a single, simple ID verification capability.

•

Unipass is actively used by over 45,000 financial services professionals and by
more than 8,000 companies including platform and product providers.

•

Currently 8 out of 10 financial advisers hold and use a Unipass Identity.

•

Adding the service to your approved list will underline your commitment to
supporting the activities of the adviser marketplace.

Major providers and key distribution firms are currently implementing Unipass
Mailock as their strategic solution. This means that shortly tens of thousands of
secure emails will be in circulation.
This current scale of adoption makes this the perfect time to add Unipass Mailock
to your approved list.

Cleary there is a vast array
of different email encryption
systems that could be used, but only
one in our industry where 38,000 advisers
and their support colleagues already have an
account with them.
I refer, of course, to Unipass Mailock.
A suitable industry system that will deliver
real benefits to advisers and clients is ready
and waiting…
Ian McKenna, Money Marketing
21st May 2020

How to add the service to
your approved list
Depending upon the configuration of your environments, you may need to make
the following changes to your approved list for successful use of the product:

Email filtering
Secure emails that are composed and sent by users signing in to the
www.besecuremail.com website will come from securesend@beyondencryption.com
Unipass Mailock also uses verification emails during the user registration to prove that
the registrant has access to the email address being registered and notification emails to
provide an audit trail to the sender of when messages are opened by the target recipient.
These emails will be sent from notifications@beyondencryption.com
To aid the successful delivery of Unipass Mailock messages, please ensure that any
email filtering applied allows emails from both of these addresses.

Web filtering
Please ensure that any web filtering allows access to the following URLs, which are
required for normal operation of the Unipass Mailock system.
www.unipassmailock.com
Our enterprise website where all details about the system can be found.
www.besecuremail.com
Our main web portal where users may register, read and compose secure emails
directly from within a browser.
api.besecuremail.com
Our core API used by the Outlook Add-In and web portal.
admin.beyondencryption.com
Our Company Administration portal used by administrators to invite users and
configure the Unipass Mailock system.
identity.beyondencryption.com
Our authentication website.
Adding Unipass Mailock to your approved list is a sensible and timely first step
towards joining a growing, secure community. However we would urge you to
consider the next step of full system adoption to unlock its full potential.

Beyond Your
Approved List –

Realising the full potential
of Unipass Mailock

While adding the product to your approved list as soon as possible is clearly a
logical choice given the growth in its adoption in the wider marketplace, full, strategic
adoption of Unipass Mailock as the organisation-wide secure email solution for your
business would unlock a host of wider benefits for your internal stakeholders, clients
and partners alike.
For this reason, Origo would welcome the opportunity to assist you in a comprehensive
review of Unipass Mailock and to work with your various key stakeholders to
demonstrate the many benefits that Unipass Mailock will bring to your business.
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For further information and enquiries please contact us:

0871 221 2345
unipassmailock@origo.com
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